
Winning the Cyber War on Small Business: 
A GUIDE TO SECURING THE SMB



1  (866) 625-4100 • EATELbusiness.com

Winning the Cyber War on Small Business: 

A GUIDE TO SECURING THE SMB

A national cybersecurity crisis is looming for small business, prompting congressional action and 
creating a security awakening for thousands of under-protected companies. Unfortunately, small 
businesses who seek to protect themselves will face high barriers in terms of resources and expertise 
requirements. 

However, there are actions that SMBs can take right now to stay safe. This white paper will present 
business executives and IT leaders with a practical framework for securing SMBs. Readers will learn 
more about what they are up against, how to respond, and what they will need to do to remain safe in 
the long-term.  

THE IMPORTANCE OF CYBERSECURITY 
In recent years, cyber criminals have had a harder time exploiting enterprises, who have advanced 
rapidly in terms of cyber security. Not to be deterred, the hackers have shifted their efforts to easier 
targets –small businesses.

How Are SMBs Attracting Threats?
The Small-Business Mindset

Sources:
CNBC. Congress addresses cyberwar on 
small business: 14 million hacked over last 
12 months. 2017.

CSO. Cyber attacks cost U.S. enterprises 
$1.3 million on average in 2017. 2017.

“We’re too small for hackers to target us.”
The average ransom for an SMB is $3-5k, excluding other damages, 

and total damages average over $100k.

“We’re not worth the effort.”
90% of small businesses don’t employ any data protection, making them easy targets.

“We can’t afford cyber security solutions.”
In-house complete protection can cost $30-50k for businesses with more than 30 employees.

“There are too many directions to choose from—it’s overwhelming.”
More than 100 different security solutions have emerged in the last five years.
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As a result, small businesses are under attack more 
than ever. In 2016, 61 percent of all cyber attacks 
affected small businesses, up from just 53 percent 
the previous year, according to a recent study by 
Verizon. [1]

The attacks are also more costly. A survey by cyber 
research firm Kapersky Lab found that the average 
cybersecurity attack on a small business will cost 
around $117,000. [2] 

However, hard numbers can understate the total 
financial and emotional impact of a cyber attack, 
which often plays out as a horror story for the 
business and its customers. For example,                

• Imagine losing all customer billing accounts. 
This was the case when an Arkansas company was 
attacked by ransomware in 2017, but refused to pay 
up. Afterward, assailants encrypted 90,000 files in less than two minutes. 

• Consider what mischief unrestricted access to a network might allow. A four-star Austrian hotel was 
hit by a ransomware attack in which the hackers took control of the door lock system and locked out 
guests until the ransom was paid. 

• Think about explaining a cyber attack to customers. When WannaCry plunged the National Health 
Service of England into chaos in 2017, doctors were forced to simply tell patients “our hospital is 
down.”

The escalating threat has become a national security concern for the United States. In 2017, the House 
of Representatives passed the NIST Small Business Cybersecurity Act (c) which proposes that that 
the National Institute of Standards and Technology must establish cybersecurity guidelines for small 
businesses as well as federal agencies and enterprises. 
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THE CHANGING THREATSCAPE
Identifying the threats is the first step in security. Here is what SMBs are up against, and how the threats 
are evolving:

Malware applications are software written with the intent to harm. In 2017, there were 7.41 million 
malware specimens, an eight percent increase over 2016 levels. [3]

Viruses are malware that can spread themselves. Email has become the weapon of choice to spread 
viruses and malware. [4]

Exploits are vulnerabilities in systems that allow hackers to transmit malware or viruses on systems. 
Unfortunately, budget-friendly applications and systems that SMBs tend to use are also easier to exploit. 

Trojans are malware disguised as legitimate software. Software updates have become the primary 
vector for Trojans. 

Botnets are “zombie” robot networks that can use many computers in unison to carry out coordinated 
efforts like DDoS attacks. Expanding IoT and business networks are increasing the capability of botnets. 

SMB CYBERSECURITY 101
The most widely accepted cybersecurity standard is the NIST Cybersecurity Framework. As of 2017, 
federal agencies are required to follow the framework, which is also a widely accepted standard in the 
private sector.    

The main components of the framework are as follows:

 • Identify. Understand the high-value targets. For most companies, this may be financial data, but   
              the sensitive targets within a hospital, for instance, will be different than those of a bank.

 • Protect. Limiting or containing the potential threat to the organization, such through limiting   
    access, training employees, and securing data.

 • Detect. Develop and implement the appropriate activities to identify the occurrence of a    
    cybersecurity event, such as DDoS, brute-force, compromised credentials, malware, 
    or insider threat.
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 • Respond. Establish a plan of action for when a threat has been realized.  Identify who is   
   responsible for what action, decide what steps need to be taking which critical systems, and  
   prioritize what data to protect first.

 • Recover. Develop and implement the appropriate activities to maintain plans for resilience and  
    to restore any capabilities or services that were impaired due to a cybersecurity event.

BUT IS NIST FOR EVERYONE?
The NIST model is a comprehensive framework that will take time to review and understand. For 
companies seeking a simpler solution, the following section contains a small-business adaptation of the 
framework that focuses on the two most important steps to cybersecurity: Identify and Protect. 

Source: https://www.nist.gov/cyberframework
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CYBER SECURITY SMB STARTER CHECKLIST ✓

IDENTIFY

Asset Management
 Create a list of systems that might be at risk 
 Prioritize assets based on business value

Business Environment

 Obtain executive buy-in and support is established
 Establish goals for the program 

Governance
 Ensure that security policy is established, documented, and communicated
 Review legal and regulatory requirements to ensure alignment with policies

Risk Assessment
 Research and identify asset vulnerability
 Assess the likelihood and impact of each vulnerability 

Risk Management Strategy

 Clearly determine organizational risk tolerance in regards to costs of security

PROTECT

Access Control

 Set permissions and restrict access for sensitive systems
 Develop a strategy for monitoring and reviewing network access

Awareness and Training

 Instruct executives, users, and third-parties on roles and responsibilities

Data Security

 Ensure that data is protected in all stages, including in storage and in transit
 Secure the right technology and partner solutions to meet data security goals

Information Protection Processes and Procedures

 Create a process for ongoing data backup
 Ensure that data protection and recovery plans are tested 

Protective Technology

 Review existing technical solutions to protect sensitive systems
 Consult with a security partner if the amount of solutions and considerations is overwhelming

Use this step-by-step checklist to get started with cybersecurity.
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WHERE SMB CYBERSECURITY FALLS SHORT
While any security measures are better than nothing, most small businesses cannot realistically uphold 
all the benchmarks for comprehensive security. NIST proscribes more than 20 categories of security 
measures, each with its own subset of tasks, some of which require ongoing management.

Fulfilling many of these security objectives requires specialized security solutions. A well-protected 
business will employ a variety of technologies that must harmonize in a carefully architected network. 

Once a business has identified a security technology to implement, it must then vet the numerous 
solutions in the market. Most technology providers claim to be the best-in-class and boast dozens of 
“must-have” features, and it can be overwhelming to differentiate between them.

• Endpoint forensics

• User behavior analytics

• Penetration testing

• MDM/MAM

• Vulnerability scanning

• VPN

• Data encryption 

• Security for virtual     
   environments

• Web filtering

• Data Loss Prevention

• Breach detection system

• IDP/IPS 

• Mobile security

• SIEM

• Anti-spam

• Anti-virus

• Firewall

Finally, in a rapidly changing field like cybersecurity, businesses must be constantly updating their 
knowledge and managing updates on their technology. This is encumbering on smaller IT departments, 
to say the least.

“WHICH TECHNOLOGY DO YOU NEED?”
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For SMBs, Managed Security Just Makes Sense

EATEL BUSINESS MANAGED SECURITY
If there’s anything worse than a security breach, it’s investing time and money implementing a solution, 
only to have it fail anyway. 

Protect your business and stay ahead of the threats with EATEL Business. We combine powerful 
technology with advanced knowledge to help protect your business from online threats. 

    Here’s what we will do for your business: 

 • Risk assessment—We’ll find security weak points and vulnerabilities in your business 
    before the threats do. 

 • Easy configurations – No need to learn a new syntax or interface, or hire someone who does.   

    We’ll make changes for you. 

 • Firmware upgrades—Your firewall stays up-to-date without you having to get involved. No need   

    to read patch notes for each new release.  

 • Hardware monitoring—We’ll constantly watch the status of your switches, firewalls, access   

    points along with other hardware. 

 • Centralized, automated reporting—You’ll get customized, actionable reports that show statistics  

    with 100 percent transparency

 • Managed evolution – You won’t have to worry about falling behind in the cybersecurity arms   

    race. We’ll recommend new features as they make sense for your business. 

 • PCI DDS compliance – We’ll help you get more in line with the controls and regulations    

   regarding PCI.

Free consultations are available. Call (866) 625-4100 or
 visit www.eatelbusiness.com to talk to an expert.
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KEY TAKEAWAYS
Security is a growing threat for small 
businesses, who have enough to worry 
about already. Keeping pace with the rapidly 
evolving threats will remain a challenge for the 
foreseeable future. 

Small businesses should begin taking steps to 
secure their assets right away by identifying 
the threats, setting risk-tolerance levels, and 
implementing technology solutions. Companies 
that find themselves under-resourced in 
terms of time and budget should consult a 
technology partner. 
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ABOUT EATEL BUSINESS

CONNECT WITH EATEL BUSINESS

Email: info@EATELbusiness.com

LinkedIn: https://www.linkedin.com/company/eatelbusiness

Twitter: www.twitter.com/eatelbusiness | @eatelbusiness

Facebook: https://www.facebook.com/EATELBusiness/

EATEL BUSINESS IS A LOUISIANA-BASED 
PROVIDER OF DATA-CENTER SOLUTIONS, 
TELECOMMUNICATIONS, AND MANAGED IT.

Our focus is to provide comprehensive business 
solutions all under one brand, so businesses can 
operate more efficiently. Over the years, we have 
expanded to 38 states, and will continue to help 
businesses prosper through innovation.

We deliver our solutions with the highest focus on 
customer service. Our business partners can rest 
easy knowing their critical data and systems are in 
great hands with people they like and trust. White 
glove service, along with in-house support, helps 
clients succeed. 

With decades of experience, a customer-focused 
service philosophy, and an extensive product 
portfolio to meet any business need, YOUR 
BUSINESS--OUR PRIORITY.


