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A hurricane is the ultimate test of IT disaster recovery capabilities. 
These devastating forces of nature regularly present coastal 
businesses with major challenges such as extended outages, logistical 
complications, and widespread disturbances. 

Fortunately, proper planning will ensure that critical data and systems 
will weather any storm. This document will guide IT managers and 
business leaders through the hurricane preparation phases, from early 
disaster recovery (DR) planning all the way through hurricane landfall 
and beyond.  
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Hurricane Threat Analysis
Forrester research reports that 60 percent of businesses have activated 
their DR Plans in the past five years. For businesses in hurricane prone 
areas, this number is probably higher.

Although no two hurricanes are alike, most present a common set of 
threats to be prepared for, including:

• Extended loss of electricity
• Extended loss of communications
• Absence of key employees 
• Complete loss of primary facility
• Flooding/water damage
• Fires
• Loss of access to key site
• Loss of hardware, servers etc.

The following chart describes how a hurricane of a given magnitude 
might affect a business. The accuracy of this chart will vary depending 
on the facility’s position relative to the hurricane. However, 
businesses within the hurricane’s trajectory can use this chart a 
guide of what to expect:

Although no two 
hurricanes are alike, most 
present a common set of 
threats to be prepared for.
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Hurricane Response Plan: 
What to Do and When to Do It
Hurricanes are chaotic and destructive, but in some ways, predictable. 
Most hurricanes progress in stages and offer a few days of preparation 
time before landfall. 

Here is what to do in the time before a hurricane hits:
DO THIS AT THE BEGINNING OF HURRICANE SEASON:
• If you don’t have an IT DR plan in place, now is the time. Refer to the  
  IT disaster recovery plan guide later in this document for a framework.
• Update your DR plan, adjusting for any shifts in business priorities or     
  changes in technology that have taken place since the plan was last  tested.
• Test the plan. Don’t wait until landfall to make sure there are no kinks  
  in the system. 

DO THIS WHEN A HURRICANE WATCH IS DECLARED:
• Review the disaster recovery plan with your IT staff, ensuring that roles  
  and responsibilities are filled and that there are no gaps.
• Ensure that all network infrastructure documents are accounted for   
  and accessible. 
• Contact your DR vendor, if you have one, for a final status report   
  before the storm.  

DO THIS WHEN A HURRICANE WARNING IS DECLARED:
• Conduct a threat analysis based on the strength of the upcoming   
  chart using the section earlier in this document.
• Assure upper management that the DR plan has been reviewed,   
  updated, and tested.
• For insurance purposes, take pictures of any equipment that may        
  be damaged in the upcoming storm, such as servers, computers, call                 
  center equipment, etc. 
• If the storm is severe, have a backup worksite for which to relocate   
  personnel. In times of disaster, sometimes government offices will   
  triage displaced businesses. Note that VENYU has a 
  complete Business Continuity Center (BCC) where customers can   
  work during an emergency.

DO THIS DURING A HURRICANE:
• If you are offsite, monitor the news for any utilities outages or damage  
  to your facility.
• If necessary, begin securing a plan to triage key personnel offsite.     
  Your local economic development agency may compile a list of   
  available office space that you can use temporarily, so check there first. 
• Contact insurance agencies quickly if any damage to the facility has   
  been observed. 

Hurricanes are chaotic 
and destructive, but in 
some ways, predictable. 
Most hurricanes progress 
in stages and offer a few 
days of preparation time 
before landfall. 
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DO THIS AFTER A HURRICANE:
• Review the plan’s effectiveness, documenting what worked and what  
  needs adjustment.
• Schedule the next plan test at the beginning of next hurricane season,  
  and at least one time annually.
• If you have a DR vendor, ensure that everything performed as well as    
  outlined in the Service Level Agreement.   

Writing the Hurricane DR Plan
A hurricane DR plan is a disaster plan that takes into account unique 
aspects of a hurricane, such as extended downtime, surprise outages, 
and heavy damage to equipment and facilities.  

The following steps will help to get started on an IT DR plan: 

STEP 1: IDENTIFY CRITICAL DATA AND SYSTEMS
Some data and systems in a DR plan will need to be recovered instantly 
and on full scale, and some are a little more flexible. A cost-effective 
disaster recovery plan will mix and match recovery strategies based on 
the urgency of what is being recovered.  

To identifying what data is critical, first find out who makes decisions 
regarding data in various departments and ask them what the effects 
would be on company operations if the data was lost or temporarily 
unavailable. Typically, critical data will involve one of the following:

• Loss of revenue
• Compliance issues
• Customer service
• Loss of productivity
• Brand damage

After identifying which data is important, the next step is to decide how 
critical the data is. A three-tier scale is commonly used for assigning 
data importance, as follows. 

A hurricane DR plan is a 
disaster plan that takes into 
account unique aspects 
of a hurricane, such as 
extended downtime, 
surprise outages, and 
heavy damage to 
equipment and facilities. 

DATA TYPE CONSEQUENCES OF DATA LOSS EXAMPLE

TIER 1: MISSION CRITICAL

TIER 2: IMPORTANT

TIER 3: SENSITIVE

SEVERE NEGATIVE IMPACT 
TO THE BUSINESS IN 
ONLY A FEW HOURS. 

EFFECTS WILL BE FELT ONLY 
AFTER A FEW DAYS.   

MINIMAL IMPACT OVER THE
 COURSE OF A FEW WEEKS,

 BUT STILL VALUABLE. 

• WEBSITE FOR
 E-COMMERCE BUSINESS

• LOGISTICS INFO FOR 
SHIPPING  COMPANY

• WORK EMAIL SERVER 
FOR SMALL OFFICES 

• SELF-SERVICE PORTAL FOR A  
HEALTH-BENEFITS COMPANY

• LOW-TRAFFIC WEBSITE 
FOR AN ACCOUNTING FIRM

• MARKETING DATABASE
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HELPFUL RESOURCES

Louisiana: 
http://gohsep.la.gov/

Baton Rouge: 
http://www.brgov.com/dept/oep/

National Hurricane: 
http://www.nhc.noaa.gov/
prepare/ready.php

Business Emergency Plan: 
http://www.ready.gov/business

STEP 2: ESTABLISH YOUR RTOS AND RPOS
With data arranged into categories, it is now time to choose a recovery 
time objective (RTO) and Recovery Point Objective (RPO).

RPO is the time between each backup of a business’s data. It answers 
the question, “What is the most progress we can afford to lose?”
For example, if a company’s data is backed up every night at 11:00 p.m., 
then that time is the RPO. If a disaster destroys the system at 10:59 p.m. 
before the system backs up, then the entire day of progress is lost.
 

6:00 AM 12:00 PM 6:00 PM 12:00 AM

5.5 HOURS 
LOST DATA

RPO (Recovery Point Objective)

11:30 PM

RTO describes how long a business can tolerate losing access to 
application, system, or computer. It answers the question, “How long 
can we go without a specific technology?”

BOOM

SECONDS MINUTES DAYS WEEKS

RPO (Recovery Time Objective)

 
For example, a busy e-commerce business might have a very low 
tolerance for losing its website, and would have an RTO of only 
seconds or minutes. The RPO for its email server, however, might be 
hours or days.

Another helpful metric is maximum tolerable period of disruption 
(MTPOD), a time measurement of how long that a system, application, 
or process can be unavailable after a disruption before the 
consequences become unacceptable. When downtime exceed 
MTPOD, the business experiences severe damage and may even be 
forced to close. 
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STEP 3: MATCH THE RECOVERY SOLUTION FOR EACH SYSTEM
When choosing a DR strategy, there are three main ways that most IT 
professionals account for recovery:

Hot Site Recovery: The ideal choice for mission-critical systems, 
hot site recovery can have processes up and running within a very 
short window and in full capacity. The recovery strategy is essential 
a duplicate of the primary environment, and data is continually 
synchronized in real time.

Warm Site Recovery: For data and systems that are important but not 
urgent, warm siting is a less expensive alternative. Hardware, network 
connections, servers, and VMs are configured in a secondary site. 
However, there is a recovery delay is in the time it takes to retrieve data 
from remote backup. 

Cold Site Recovery: A cost-efficient option for non-essential data or low 
budgets, but much better than nothing. Cold sites involving replicating 
data and systems, where they sit in the form of system images. From 
there, a user may request that the images be loaded onto servers, 
which can take some time. 
 
STEP 4: TEST THE PLAN
The work is not over when the DR plan is written. Never assume the 
plan will perform without testing first. There are a few different ways to 
test a DR plan that vary in size and scope.

One way to thoroughly test a DR plan is a simulated disaster. This 
comprehensive test ensures the plan works in unpredictable 
circumstances by shutting off systems at random times, or by 
periodically cutting utilities and connectivity. Any number of variables 
can be tested; key people can spontaneously be removed from the 
exercise, staff may be relocated to a secondary office midway, and 
DR responders can be tasked with fixing everything remotely. Keep in 
mind that things can go wrong during DR tests, so be sure to begin the 
exercise during periods of low activity.

If there is no time for a full simulation, a tabletop test may be the next 
best option. This exercise is like a simulation test, but requires a bit 
more imagination, in that no changes to the IT environment actually 
take place. The test works by having IT staff involved in DR in a meeting 
and envisioning what would happen under various circumstances. If any 
deficiencies are noted, the changes are documented and incorporated 
into a new DR plan.

The work is not over 
when the DR plan is 
written. Never assume 
the plan will perform 
without testing first. 
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VENYU Disaster Preparedness
VENYU has the solutions that will give you complete confidence in 
your disaster recovery. Colocation packages start at $800, and multiple 
backup and DR options are at your disposal. 

VENYU DATA CENTERS
VENYU’s hurricane-proof facilities and recovery solutions get you back 
to business before the damage is done. Get your data into the area’s 
most secure and reliable facility.

• Maintained operational effectiveness and efficiency through all   
  hurricanes, tropical storms and floods since 2000
• Outside of the 500-year flood plain
• Roof rated to sustain in hurricane-force winds
• Over 3,000 feet of business continuity
• 3 locations statewide: Baton Rouge 1, Baton Rouge 2, and Shreveport  (Tier III)

CLOUD BACKUP AND RECOVERY SOLUTIONS
Recover your data regardless of the emergency with a Backup Solution, 
the battle tested backup and recovery platforms. Backup includes an 
umbrella of disaster recovery-as-a- service offerings. Every version of 
Backup is a full-fledged, commercial grade cloud backup and recovery 
system, backed by VENYU’s battle-tested facilities and people.

Schedule a risk-free consultation today by emailing, info@venyu.com, 
visiting www.venyu.com or calling (866) 978-3698.

Key Takeaways
Every business will be impacted by disaster in time, especially those 
in areas that are regularly affected by hurricanes. Unfortunately, many 
companies do not realize how vulnerable they are to the ravages of 
hurricanes until one is bearing down on them. 

To prepare for a hurricane, anticipate what threats are coming, have a 
DR strategy in place, and create a have a step-by-step plan ready for 
the days and hours before landfall. Ensure a high degree of confidence 
in the plan through regular testing and maintenance. 

Colocation packages 
start at $800, and 
multiple backup and 
DR options are at your 
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ABOUT VENYU: 

Powered by More
VENYU is a Louisiana-based provider of data solutions, and managed 
IT. What sets VENYU apart is high quality of service and its position as 
an IT partner. The family-owned company is more than 80 years old, 
has established hundreds of miles of fiber network, and operates three 
data centers in Louisiana.

Schedule a risk-free consultation 
today, call (866) 625-4100 
or you can set up an 
appointment online at 
venyu.com. 

CONTACT US!
 
Email: info@venyu.com

Phone: (985) 978-3698

Web site: www.venyu.com

http://www.eatel.com/business

