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Data loss and disasters will 
impact every business in time.

Fortunately, data liabilities are threats for which there is an answer. 
Disaster-response planning is not only a smart insurance tactic, but also 
an opportunity for cost savings. 

This white paper will differentiate between various disaster recovery 
and data backup fundamentals, and will provide a framework for 
disaster planning. Business leaders and technology professionals will 
learn key concepts and how to apply these to their own disaster plans. 
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The Difference Between Data Backup/
Protection and Disaster Recovery (DR)
Data backup/protection and DR are two often-confused concepts, but 
understanding the difference is a simple matter.

Essentially, data backup/protection most often refers to files stored 
on a secure device, while DR refers to restoring IT infrastructure to 
operation after a disruption. 

To use an analogy, imagine data from a laptop computer is backed up, 
and then the laptop breaks. The data is safe, but there is no way to use 
it. For the data to be useful, a new laptop would have to be procured, 
formatted, customized, and all the data would have to be moved onto it. 
DR is like having a second, virtual laptop ready in case the first one 
goes down. On a business-wide scale, DR is having a redundant 
infrastructure, as follows:“Data backup is: ‘Oh 

no, I just deleted the file 
I wanted to keep. How 
do I get it back?’ While 
disaster recovery is more 
like: ‘Oh no, my systems 
have been disabled in 
a freak accident. How 
do I get back to work 
quickly?’”

 
The real-world difference between data protection and disaster 
recovery can be easily seen in these two very common (and often 
panic-inducing) workplace situations, as Eric Malatesta, Systems 
Infrastructure Manager for EATEL Business, explains:

“Data backup is: ‘Oh no, I just deleted the file I wanted to keep. How do 
I get it back?’ While disaster recovery is more like: ‘Oh no, my systems 
have been disabled in a freak accident. How do I get back to work 
quickly?’”

Data and DR In-Depth
Differentiating data backup and DR is a good first step in developing 
a DR plan, but it will also be helpful to take a deeper look at these 
concepts.

BOOM

VIRTUAL
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DATA BACKUP AND PROTECTION
Data protection involves backing up data, such as files, to secure, 
external storage locations. Typically, backups are performed at a given 
interval—such as every day or couple of hours—and the backups are 
usually stored on tapes, in the cloud, or on disks as moment-in-time-
snapshots.

A key point to remember is that data backup alone is insufficient 
as a disaster recovery strategy. This is a common mistake; while it 
may be tempting to rely on inexpensive data backup as a safety net, 
DR systems are required to use this data and to avoid prolonged 
downtime.    

Note that data backup is different from data replication, a term often 
used when discussing DR. Data backup involves making a copy, where 
replication includes both copying data as well as moving it between the 
company sites, such as the offsite DR environment. 

DISASTER RECOVERY
Since backed-up data is of little use if there is no system in place to use 
it, DR steps in to fill the gap.  

Disaster recovery plans will be different for most every business, mainly 
in that most will have different tolerances for downtime and data loss. 
This level of tolerance is measured in two key metrics: Recovery Time 
Objective (RTO) and (RPO) Recovery Point Objective:

• RPO is the time between each backup of a business’s data. It 
answers the question, “What is the most progress we can afford to 
lose?” 

For example, if a company has a maximum RPO of 6 hours, that 
company would likely backup its systems four times per day. In the 
worst case scenario, the systems would fail right before a backup, 
leading to just under 6 hours of lost progress at most. 

In the above illustration, data is backed up every 6 hours at intervals. If a system goes down at 11:30 PM, 
just 30 minutes before a backup, then 5 hours and 30 minutes of progress will be lost. 

While it may be tempting 
to rely on inexpensive 
data backup as a safety 
net, DR systems are 
required to use this data 
and to avoid prolonged 
downtime. 

6:00 AM 12:00 PM 6:00 PM 12:00 AM

5.5 HOURS 
LOST DATA

RPO (Recovery Point Objective)

11:30 PM
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RTO describes how long a business can tolerate losing access to 
application, system, or computer. It answers the question, “How long 
can we go without a specific technology?”

For example, a busy e-commerce business might have a very low 
tolerance for losing its website, and would have an RTO of only 
seconds or minutes. The RPO for its email server, however, might be 
hours or days.

RTO is a function of how quickly an application, system, 
or other assets will be restored following a disaster

DR involves additional processes, including: 
Failover – Switching to a redundant network or system when the 
primary one fails.

Failback – Returning the operations to the original environment as 
seamlessly as possible. 

Failover – Switching to 
a redundant network or 
system when the primary 
one fails.

Failback – Returning the 
operations to the original 
environment as seamlessly 
as possible. 

BOOM
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DR takes place in a redundant, offsite environment, which keeps data 
saved should something affect the primary facility, and also allows 
for testing of the DR plan within the separate environment. However, 
the disadvantage to establishing a redundant infrastructure is that it 
drives up costs, since it requires possibly doubling an IT environment. 
Whether or not the cost is worth the benefit depends on a business’s 
RPO and RTO.   

BUSINESS CONTINUITY

Another concept that 
is sometimes used 
interchangeably—
often erroneously—
with DR is “business 
continuity”. Although DR 
is comprehensive, it still 
does not account for 
the human component, 
including where and how 
the people will use the 
recovered systems and 
data.

For this reason, a 
complete business 
continuity plan involves a 
backup worksite or home 
office for employees. 
EATEL Business provides 
a complete Business 
Continuity Center, which 
many clients use after 
natural disasters.

Know the Threats
When preparing a DR strategy, it is important to assess the threats. 
Here are four of the most common events that cause data loss: 

COMMON THREAT #1: PHYSICAL DATA LOSS
Unlike logical data loss, hardware failure occurs when the devices 
storing and managing data malfunction, and the data become 
irretrievable. Hard drives and servers are two storage devices that fail 
most often. 

In a 2015 survey of 2,084 IT professional and executives by cloud 
services firm Evolve IP, 47 percent of total losses being were attributed 
to hardware failure. Desktops were the most likely to fail, followed by 
servers.

COMMON THREAT #2: NATURAL DISASTERS
Floods, fires, hurricanes, and other disasters have been the doom of 
many companies. More than 90 percent of companies that lost their 
data center for more than 10 days went bankrupt, according to the 
National Archives and Records Administration. 

Severe weather is the ultimate test for a business’s disaster recovery 
plan, and few have the business continuity measures in place to handle 
a catastrophe. It is important to realize that the threat is not only from 
the event, but also from the extended utilities outages afterwards.

COMMON THREAT #3: HUMAN ERROR
Sometimes, people are their own worst enemies. Human error is when 
a person harms company data, which usually occurs from an employee 
accident. In a survey of 400 IT decision makers, 31 percent of data-loss 
incidents were reported to be caused by workers, according to data-
security publication Infosecurity Magazine. 

But not all human damage is accidental, unfortunately. An investigation 
by the FBI recently uncovered losses ranging from $5,000 to 
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$3 million, at the hands of malicious, disgruntled employees. Following 
the discovery, the FBI issued the following warning:

 “The FBI and DHS assess that disgruntled and former employees pose 
a significant cyber threat to US businesses due to their authorized 
access to sensitive information and the networks businesses rely on.”

COMMON THREAT #4: LOGICAL DATA LOSS
Software and data storage can be corrupted from non-physical 
damage, including botched updates, user interference, or software 
bugs. The data either becomes corrupted or irretrievable, although the 
storage media remains functional.  

But one of the most common sources of logical data loss is computer 
viruses, especially ransomware. In the first quarter of 2016, IBM 
reported a 30 percent increase in ransomware victims over the 
previous quarter. 

Five Steps to a Data Backup and DR Plan
When developing a DR plan, be sure to include at least these steps:

STEP 1: COMPLETE A BUSINESS IMPACT ANALYSIS (BIA)
First, outline threats and their potential impact on your business. 
Assessing the likelihood of occurrence of the threats listed in the 
previous section is a solid first step. Calculate the cost by units of time 
to find the RTO and RPO. Consider the effects of lost productivity, 
missed sales, brand damage, and lost progress. 

STEP 2: IDENTIFY CRITICAL DATA AND ASSETS
Backing up and recovering data and systems quickly can get 
expensive, so it is important to know what assets need to be recovered 

Software and data storage 
can be corrupted from
non-physical damage, 
including botched updates, 
user interference, or 
software bugs. 
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the fastest, and what can wait. For example, an e-commerce business 
may need its website restored instantly, but a management consultancy 
can afford go for days without its site.   

STEP 3: DECIDE ON A BACKUP LOCATION
Most DR plans backup data to multiple locations, such as the cloud, 
on servers, on premises, and remotely. The location will affect certain 
performance metrics, including failover and failback times, and how 
quickly backed up files can be recalled. The cloud tends to be the 
safest, most versatile solution, especially for virtual environments. 

STEP 4: CHOOSE THE RIGHT SOLUTIONS
A complete DR plan will use a mix of hardware and software tools for 
maximum return on investment. 
Here are three DR products that EATEL Business uses the most: 

DR tests are disruptive, 
but necessary. 

STEP 5: TEST THE PLAN
DR tests are disruptive, but necessary. The test itself is usually simple: 
turn off systems, then turn them back on again. Things can easily go 
wrong, especially for the initial test, so choose a test time wisely, and 
have a Plan B if the systems fail to come back online. 

Rubrik –  A data management 
platform that places critical 
backup and recovery functions 
in one fabric across the data 
center and public cloud. 
When paired with a backup, 
Rubrik shortens measure of 
time between an outage and 
the moment data is available 
again.

Veeam – High-availability 
software platform for the hybrid 
cloud. Good for businesses 
that cannot afford much data 
loss. 

Zerto – A hypervisor-based 
virtual replication software 
that simplifies DR and reduces 
cost. Can automate the entire 
recovery process regardless of 
underlying storage. 
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Plan With The Experts
Understanding the surface-level DR concepts is a great first step 
toward disaster planning. However, DR can get complicated even for IT 
professionals, so it helps to consult with a specialist at some point during 
the plan development.  

EATEL Business consultants provide risk-free consultations for disaster 
planners. Our experts will help you with the following:
 • Outlining your organization’s needs
 • Understanding your RTO and RPO
 • Assessing the threats to your business and IT infrastructure
 • Creating a solution that fits your budget
 • Learning about EATEL Business DR and backup solutions

Our staff is friendly and happy to meet with you in person or on the phone. 
Schedule a risk-free consultation today by calling (866) 978-3698 set up an 
appointment online at www.eatelbusiness.com.  

EATEL Business BackUp and DR 
Products
These solutions were developed with customization in mind, and can fit 
in any budget. Contact one of our experts for more information on these 
products:

BUSINESS BACKUP—Our baseline backup product created for 
businesses looking for a data safety net. Large data stores are recovered 
in 12-24 hours, while simple file restores take just a few moments. Agent-
based, this solution supports a wide variety of operating systems and 
application integration.

Schedule a risk-free 
consultation today 
by calling (866) 
978-3698 set up an 
appointment online 
at eatelbusiness.com. 
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BUSINESS BACKUP + CLOUDRECOVER—Your complete IT system 
disaster recovery solution, Business Backup + CloudRecover offers 
centralized management of protected systems with web-based portal Bare 
Metal Restore plug-in for Windows-based servers. DR-grade online backup 
with data restores via mobile vault, LAN, or local vaults.

REPLICATION & DR POWERED BY ZERTO—Keep your data safe from an 
unforeseen disaster. Centralized management of protected systems with 
web-based portal Disaster Recovery in the cloud with near-instant failover 
of virtual workloads. Your VM’s are replicated to the EATEL Business Cloud 
for near-instant recovery.

BACKUP PRO, POWERED BY VEEAM—The scalable data backup and 
recovery solution for your business. Powered by Veeam, this is a software-
only solution that directly integrates with VMware, vSphere, and Hyper-V 
to allow for image-level VM backups. Depending on recovery needs, this 
solution can be deployed as a “software-only” solution or deployed on 
dedicated storage hardware, and scales with your business.

BACKUP PRO, POWERED BY RUBRIK—Data protection simplified with 
the power of Rubrik, the industry’s first Converged Data Management 
platform for complete data protection and rich data services. Rubrik can 
scale to meet your data storage needs, and eliminates backup software 
by integrating de-duplicated storage, catalog management, and data 
orchestration into a single, scale-out solution.
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ABOUT VENYU: 

When we started 26 years ago, VENYU pioneered some of the first 
innovations in offsite backup. From there we became one of the 
first service providers in the country to leverage virtualization as a 
disaster recovery approach – and we did it in the wake of Hurricane 
Katrina. VENYU is battle tested and we have proven our experience 
in business continuity/disaster recovery every time we have saved 
mission critical data and services for our customers during numerous 
natural disasters – all from commercial grade, secure data center.

Conclusion
Since DR requirements vary from business to business, it is important 
for decision makers to have a basic grasp on key concepts in disaster 
planning. This will help establish a framework for cost-effective DR. 
However, DR can get complicated, even for technology professionals. 
Finding and consulting with a trusted expert will be the best way to 
achieve cost-effective DR without bogged down in technical details. 

CONNECT WITH US!
 
Email: info@VENYU.com

LinkedIn: https://www.linkedin.com/company/venyu-datacenter/

Twitter: https://twitter.com/venyu_solutions | @venyu_solutions

Facebook: https://www.facebook.com/venyusolutions/


